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A Pandemic like Covid19 changes tremendously the view of how employees 
can work. It is like a stress test for digital work. Many organizations now 
recognize that they are not prepared to send employees home to work 
remotely. It starts with not enough hardware for mobile working, continues 
with failing access to software applications and ends with insuffi  cient 
processes and lack of security to work together digitally.

The impact of the coronavirus on organizations and companies in Europe 
is increasing. Trade fairs and events have been canceled, departments 
have been closed, people have been sent to work from home. Beyond 
the question of whether these measures make sense, whether they are 
appropriate or what legal basis there is, it is remarkable: This virus is 
accelerating change regarding the digitalization of collaboration and new 
work concepts. Digital Work will be changed forever by the Corona Virus 
crisis.



Do employees have a 
right to a home offi  ce? 

The questions of employment law, e.g. regarding the 
documentation of working hours, will still be relevant. 
Nevertheless, it is just becoming apparent that it works 
when it must work. Suddenly, the whole company or the 
entire board of directors are working from home. This 
means that home offi  ce is no longer just a solution for 
tech companies, start-ups, creative people and parents 
with small children - it is becoming at least temporarily a 
normal working mode, and forces companies to 
adapt collaboration and communication.

The questions are now no longer focused on the 
pros and cons of home offi  ce, but on the concrete 
design. This is a great opportunity for business to stay 
productive and secure during a pandemic situation.

Right now, the question is rather: 

Can companies force their employees to have a 

home offi  ce? 





The 6 Steps 
Practical 

Guide 



MANAGEMENT 
Provision App and Data Access anywhere, anytime and 
on any device

SECURITY
Protect yourself Beyond COVID-19. Protect yourself from 
Cyber Risks. 

TROUBLESHOOTING
Ensure effi  cient Service Desk for remote workers 

TRANSPARENCY 
Create transparency of IT structure and remote work

COLLABORATION 
Ensure Collaboration and communication reliability

MONITOR
Continuously track and report workspace issues and 
remote worker productivity 



TRANSPARENCY
The fi rst step to gaining transparency of your IT infrastructure is establishing an up-to-date list 
of your hardware and software assets. Manually tracking IT assets on spreadsheets is time-
consuming and prone to errors. Modern IT inventory management software automatically collects 
IT asset details. With all the collected information you can analyze how many employees are 
prepared to work remotely. One of the most important IT questions during a pandemic scenario 
is about the technical ability of employees to work from home. For instance, how many Laptops 
or mobile devices are missing. Is every application ready to use remotely? Do I have enough VPN 
channels available and is my VPN Infrastructure ready for mass remote working? etc.

Organizations are under tremendous 
pressure to improve the way they 
do business, and the demands on 
information systems are enormous. 
Understanding assets, key business 
service dependencies and their 
performance is critical to success.

For CIOs it is crucial to provide a full 
overview of your assets, map critical 

business service dependencies 
and provide a process driven 
assessment and prescriptive 
roadmap for the future. IT must 
review and analyze the current IT 
infrastructure, identify asset and 
business service dependencies, 
and identify the steps required for 
your company to securely meet its 
business goals. 



Your organization should be able to: 

understand the value in having an overview of assets and a business service 
asset strategy. 

establish real world recommendations based on current infrastructure, 
assets, business service dependencies, and business objectives.

quickly and accurately report on asset inventory, focusing on remote 
readiness of hardware and software. For example, how to deal with legacy 
apps that are not available as web apps? Do I need a device-based VPN or 
can I use an app-based-VPN solution? Do I have enough mobile devices? Will 
I allow bring-your-own-device usage during the Corona crisis?

explore the value of and gain insights into building secure asset 
management value propositions. 

Built-in reports show current asset usage along the workspace lifecycle. You can even select a 
specifi c server and generate reports on all the software and hardware resources that are associated 
with it. You can track your software assets, such as installed software and latest software updates. 
Moreover, you can track hardware details, such as usage and location. This actionable data helps 
you decide if your employees can work remotely or not.



COLLABORATION
There are always new approaches to combine various channels such as messaging, chat, mail, 
voice, and video in new ways. These are then supplemented by solutions for distributed 
collaboration - i.e. unifi ed communications.

There are always new approaches 
to combine various channels such 
as messaging, chat, mail, voice, 
and video in new ways. These are 
then supplemented by solutions for 
distributed collaboration - i.e. unifi ed 
communications.

Chat-like communication techniques 
of today have little in common with 
the former ASCII text messengers. 
An example of this is the Slack 
application from the company of the 
same name. In addition to text-based 
communication, it is increasingly 
integrating other services directly 
into its app interface. Microsoft 
is countering this with Microsoft 
Teams, a communication platform 
that can undoubtedly benefi t from 
its close integration with Offi  ce 365 
- including the integration of video 
and telephone communication. 
To ensure that virtual teams can 
exchange information quickly 

collaboration tools like Microsoft 
Teams or Slack are essential. The 
usage of such tools in home offi  ce 
locations must be prepared not just 
organizationally but also technically. 
Data exchange via messaging tools 
needs to be secured and encrypted, 
especially when organizations allow 
employees to use their personal 
devices to access corporate 
communication channels.



It should not be forgotten that in 
times of modern digital workspaces 
it is becoming increasingly important 
to provide so-called „location-based“ 
services in these interfaces. Chat and 
messaging tools can then transform 
into artifi cial intelligence based virtual 
support agents to help employees 
stay productive in their home offi  ce, 
and solve IT problems without 
human IT personal interaction. In 
cooperation with IoT-based devices, 
which are also integrated, they can 
not only directly display where users 
can fi nd a free meeting room - in case 
they have to fall back on traditional 
communication channels - they can 
also provide information about where 
a mobile user is currently located in 
the company in case of doubt.

In a study, a British „Managed 
Communication Services“ provider 
called Maintel found that a pictorial 
„communication chaos“ is forming. 
Employees increasingly want to use 
the communication channels that 
they are familiar with from 
their private lives, but which 
are often denied to them by the 
company‘s IT department due to 
possible security problems. In case 
of doubt, the employees themselves 
then take action: if IT or the company 
does not provide modern tools, 
many employees fall back on so-
called shadow IT, i.e. they install 
on their own.



MANAGEMENT
Work is not a place anymore. It is a thing you do. Companies that have invested in this paradigm 
are better prepared for pandemic situations like the Corona crisis. The Digital Workspace can 
provide access to applications and data anywhere, anytime and on any device. Based on the 
employee‘s role modern workspace management needs to provide the best access to apps 
and data, e.g. access to full virtual desktops for fi nance and developer workspaces, SaaS based 
application access including Single Sign-On (SSO) for sales and marketing roles. To ensure 
productivity in pandemic situations it is essential that a workspace management solution supports 
the most important operating systems (Windows, Mac, Linux, iOS, Android) and the diff erent app 
delivery types (Windows Apps, Mobile Apps, SaaS apps). 



A central and secure provision or administration of the various end devices is indispensable. 
Appropriate programs provide a uniform interface for various systems such as Windows, 
Android, macOS or iOS. The choice of EMM (Enterprise Mobility Management) software 
providers is large enough to discover the right solution for your own company.

Ultimately, it‘s all about making the digital workspace increasingly fl exible 
and location independent. A modern digital workspace must be securely 
accessible, regardless of the device. The browser is the new operating 
system where an employee should fi nd all necessary digital work elements, 
and can request for application or data access automatically. The focus 
here is less on the IT technical implementation than on the so-called „user 
experience“. The user must be able to use all applications, services, and 
resources in a way that is appropriate to the situation, regardless of the 
place of work and ideally all via a centralized self-service portal. 

From the users‘ point of view, the Digital Workspace should to be the 
new panacea in terms of a fast, reliable and modern IT work environment. 
Without any doubt, the delivery times of container-based applications 
and other cloud services are no longer comparable with the established 
concepts. Clearly it should not be underestimated that many users are likely 
to react rather reluctantly to the continuous adaptation of a digital working 
environment. Here, it is important to accompany users with a feeling of 
security and reliability.

In addition to the Windows desktops, there are various portable devices, 
the many cloud-based applications and services, and the ever-shorter 
innovation cycles. Those who have not yet dealt with concepts such as 
„Offi  ce 365“, „Cloud Hyperscalers like AWS and Azure“ or „Chrome Books“ 
should defi nitely take the time to bring their knowledge up to date. The same 
applies to techniques like SSO and certifi cates - the technical foundation. 
Otherwise, IT is not able to accompany the user in the Digital Workspace. 



SECURITY
In pandemic situations where many employees are asked to work from their home offi  ce or 
remote locations, the cyber security preparation is often not a primary focus. On the one hand 
this is understandable, because a pandemic like the Corona virus might evolve quite fast so that 
there is simply not enough time to work on enhanced Endpoint Security. On the other hand, the 
amount of attacks increases signifi cantly as soon as most of an organization‘s staff  works from 
their home offi  ces. This becomes even worse if organizations are forced to ask employees to 
work with their personal devices due to a lack of corporate laptops or mobile devices. 

All data deleted, sensitive customer 
data stolen, and even system 
backups deleted: this is the 
sound of the modern nightmare 
for companies in times of ever-
increasing cybercrime. Hackers have 
now mastered the art of adapting 
to new security measures and 
taking advantage of digitalization. 
A popular target is employees‘ end 
devices. According to International 
Data Corporation research more 
than 70% of cyber attacks originate 
at the endpoint. This means the 
digital workspace is a very critical 
element for organizations that needs 
a high level of protection. A cyber 
security approach that focuses on 
keeping outsider threats out of 
the IT perimeter is no longer the 
right approach. This is especially 
true during remote work scenarios 
where employees connect with 
many diff erent devices to the 
corporate network. Companies 

need to prepare themselves for the 
eventuality that cyber attacks will 
very likely happen from within their 
own network and infrastructure.

According to IDC around 70 
percent of all malware is now no 
longer detected by the security 
systems in use, and remains in the 
company system for an average of 
200 days before the infi ltration is 
even noticed. These are 200 days 
in which enormous damage can 
be caused. So, where do we have 
to start to prevent this in today‘s 
complex IT environment?

Due to the enormous extent of 
networking via the Internet, the 
question of identities in the network 
is being raised in a completely new 
way. Identity management systems 
must not only assign, administer, 
control and monitor diff erent 
identities of an actual person, but 



also the identities of technical 
endpoints. Links between diff erent 
systems - even from within the 
company‘s own structure - create 
additional identities for one and the 
same person.

Investments in fast-to-implement 
data security, data encryption and 
modern malware protection beyond 
classical anti-virus solutions are 
critical during a pandemic. Fast-to-
implement security is critical in high 
velocity scenarios. For instance, 
if employees are allowed to use 
personal devices remotely, then 
a basic security policy should be 
enforced. For example, the personal 

device must have anti-virus and data 
encryption installed and activated. 
Matrix42 off ers home editions of 
its Endpoint Security solutions that 
could be used in such cases to 
protect and secure personal devices.  
In addition, two factor authentication 
for remote workers should be 
enforced to ensure another level of 
security while working from home.

But individual solutions such as 
EDR (Endpoint Detection and 
Response), SIEM (Security Incident 
and Event Management) and SOM 
(Security Operation Management) 
solutions are used individually but 
are not suffi  cient, even though they 
undoubtedly off er some advantages. 
This means for companies: A built-in 
security approach is necessary.

Cybercrime has reached a point where it is hardly possible for companies to prevent attacks. 
Accordingly, the question that companies must ask themselves is: How can the spread of 
malware in the corporate network be prevented? It has become impossible to pay equal 
attention to all possible attack points and types of attack.



TROUBLESHOOTING
Not all market participants distinguish between the terms „Digital Workplace“ and „Digital 
Workspace“. To ensure that, for example, sales staff  can access the merchandise management 
system from their home offi  ce, IT Service Management provides technical support in the 
background to ensure smooth and secure access to the company‘s own system. But what 
exactly does the IT Service Management reservoir contain? Which functions are essential for 
companies to survive? Furthermore, what is „nice to have“ at fi rst glance is often 
diffi  cult for non-technical people to understand. 

During a pandemic a key element for IT Service Management is the best 
possible support for employees while they work remotely. This means that the 
IT Service Management solution needs to support beyond classical IT issues. 
Another challenge is the support of bring-your-own-device scenarios. Is a 
hardware failure via a personal device in a pandemic situation a company IT 
incident or not? A modern ITSM solution needs to identify device ownership, 
and should provide automatic access to management actions for corporate-
owned but also personally-owned devices.

Whereas in the past the focus was on the technology itself, today we can 
observe an even stronger customer and service orientation: ITSM is all about 
ensuring and monitoring business services. This means that processes do not 
just run in the background but can be perceived by customers as IT services.
The more uniform the system is for ITSM, the fewer interfaces and points of 
friction there are that can cause problems. Ideally, IT should use an application 
from a single source. But due to increasing cost pressure and equally 
increasing complexity, more and more services are being outsourced to 
diff erent providers.

Enterprise Service Management has evolved from the extension of IT asset management 
to non-IT assets. Today, it is increasingly used in areas such as human resources, supplier 
management, technical services or shared services organizations.





MONITOR
Generally speaking, most organizations have basic asset tracking and inventory solutions in place. 
What they traditionally don’t have are ways of measuring what is really going on within their 
infrastructure. This becomes even more challenging when most employees work remotely and use 
corporate IT services from many diff erent locations. 

monitor the experience of the end-user

understand specifi cally what that end-user is doing and what they’re consuming.

solicit feedback from the end-user about how things are going 

Usually, these businesses don’t have mechanisms in place to:

Organizations are prioritizing measurement of their fi nancial assets rather than focusing on 
metrics that can help improve the end user’s experience and productivity.

In a pandemic it is essential for 
every company to track productivity 
of their employees while working 
remotely. An integrated IT Service 
Management solution with 
application usage analytics helps 
to understand user behavior and 
productivity patterns, which can 
be used to identify IT Infrastructure 
bottlenecks and improve application 
availability for employees. (Please 
note: in countries with more 
strict labor laws this needs to be 
discussed and agreed with the 
workers council).

Moreover, Service Desk Analytics 
play an important role in a pandemic. 
IT organizations should track 
incident and problem management 
trends very carefully to understand 
employee usage patterns, and to 
identify necessary improvements 
of the Digital Workspace and the 
IT Infrastructure. For example, if 
application access to SAP via a VPN 
connection is slower in the morning 
and the amount of incidents increase 
between 8.00am and 9.00am, this 
might indicate a remote login storm 
where the bottleneck might be the 



During a pandemic the Digital Workspace is probably THE most critical IT element. A fl exible and 
secure Digital Workspace can be used for good during the Corona crisis. Employees then have the 
ability to work from home in a fully productive and secure manner, and help to protect themselves, 
their families and their co-workers. After the pandemic the Digital Workspace is equally important, 
because it might become the necessary competitive productivity advantage after a crisis.

Firewall and VPN access instead of 
the SAP application performance 
itself. These issues can be identifi ed, 
discovered and remediated 
automatically with an integrated IT 
and Enterprise Service Management 
tool.

It’s not just information about 
technology and how it’s performing 
that’s the challenge; it’s also about 
what users think. The ability to give 
insight into what people really think 
about what’s going on and garnering 
user sentiment is of vital importance 
— a satisfi ed workforce can make 
the diff erence in very critical 
situations.

Employee experience should be 
tied to an organization’s business 
goals. Most chairman or chief 
executive reports will now include 
an employee engagement index. 
This index is linked to lots of things 
around staff  motivation and the 
ability to get things done, but it’s 
also about productivity and capacity 
- in other words, how productive the 
employees are.



Locations About Matrix42

Headquarter Germany
Matrix42 AG

Elbinger Straße 7

60487 Frankfurt am Main

Germany

Phone:   +49 69 66773-8220

Fax:  +49 69 66778-8657

info@matrix42.com

Further offi  ces abroad can be found
on our website.

www.matrix42.com

Matrix42 helps organizations digitize and secure the 
workspace environment of their employees. The software for 
digital workspace experience manages
devices, applications, processes and services simple, 
secure and compliant. The innovative software supports 
the integration of physical, virtual, mobile and cloudbased 
workspace environments seamlessly into existing 
infrastructures.

Matrix42 AG is headquartered in Frankfurt am Main, 
Germany, and distributes and implements software solutions 
with regional and global partners.
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